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ABSTRACT

As the communication industry develops, the development of SoC (System on Chip) is increasing. Accordingly, the
paradigm of technology design of industries and companies is changing. In the existing process, companies purchased
micro-architecture, but now they purchase ISA (Instruction Set Architecture), and companies design the architecture
themselves. RISC-V is an open instruction set based on a reduced instruction set computer. RISC-V is equipped with ISA,
which can be expanded through modularization, and an expanded version of ISA is currently being developed through the
support of global companies. In this paper, we present benchmarking frameworks ARIA, LEA, and PIPO of Korean block
ciphers in RISC-V. We propose implementation methods and discuss performance by utilizing the basic instruction set and
features of RISC-V.
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5G Ak o g ZHF ToT ARje] Aol
we, gt = A5 9 EFEAe 248 A
Elal SoC (System on Chip)<] 7He] Zdis}
Stk olel e}, AkgAL} 7]gdEellA SoC AAY
sicisle] wWststn Qlrh. 7129 SoCE F43h=
AL 719Ee] mlo|aR oF|EAE AXALENE
TFristachd, AE 71de] AERAEAE e
A3 F=x (ISA : Instruction Set Architectur
e)iE Fujsle], 71sde] AA SoCE AAZ}. IS
Ax wpolaRZ AL Qe 7eE olssla
A 4= gl 7Ale] Wl E Tk A4, FH3}
9 A =2 QlEFe]aR, ZRAXNS A
F 4 9le BE W E g}

AF7H] SW (Software) 7B System SW
o /st Application SWe| 7fate] & wF=2
o] wbdsgtet. Application SW /e =2
W sdelZ sRdEA|RE, SHAI7E EAS] wtel
54 SWo 7% 284 2 AAM- Sl Syste
m SWE 7|4te 2 7k} g2 System SW
o sk Batmr) wlg- =a, AA| [SAE AA)
oF 3|4 oln] EAlsE A AYsElle [SAE
TFlste] SWell 243t} o2 S SW 78 3
A32 9e Assembly CodeZ AHEsle ZAAH
Application SW7} System SW<2| 7|52 %33t
T =S Tt

RISC-V+= &4 w3e] g HFE 7|uke] 7w
3 7o) zgtolr} (5). 2010d%E UC Berkele
yollA o] =gl om 2014de] Hgo2 3
A=t RISC-VE RESE Fslo] o] 715
g [SAE gAgler, dAl ohefat A5 B3l 1
SA9] & wA Fol sNEI gltk. RISC-VE
7B 2 Ao 2= ARM, x86 7]Hke] [SAS} th=
A Pt AR 5 EE INE [SAS A9k
the Aeoloh wiehd, 7|19 mAshe [SA A3l
Al E2 7IHE A glen, o F Fo] Y A ES)
ol 52 qle FHI NS
AA 7145l RISC-V /W o] 2 A4 A&

e rir

2 Aus w9l

RISC-V7} # el F597] Ajzke)7] wf+
Ab B2 otF o digk RISC-Vel 33t 78 ZAs} o
T obd wm|dk Holr} uwlebd E =EelAE R

ISC-VellAl =4t &5 <ot% ARIA, LEA, PIPOY
A WAvge (1)(2)(3). & I=E o
3] RISC-V 3ol xE3 7lo] ol RISC-V
o] 7Hgg W] A ¢s G| HA-Y 9
A 2E] 2AEHE AljFEl Aes A ¢
due]EH 4] A4 Assembly Codes ©]4-3}
of 2A3E sl 2 23, ARIAE 295CP
B(Clock Per Bytes)& ©YAldlx, LEAE 48.44
CPB, PIPO+ 259.75CPBE ©Adich 2 =
oA AAlgE RISC-VelMe] £5 ¢+s wlx|vpy] 2
Iz 718 A} wlaste] 2A HAE s B
Fr}. o}&#, SiFiveAl®] HiFiveRevB H.EofA
A5 A3 oo 3l =g,
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=2 o}
=1 =9
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Il =&k

2.1 ARIA

ARIA(Academy, Research Institute, Agen
cy)= 20039 ICISCel #xd A (Academy),
14 (Research Institute), A% 7]Z(Agenc
y)el AirbEe] AAAFE AUy & vt
A A B8 ks daE|geltt (1), ARIA= &5
7] 128-bite] -EHastE A8lehe &5 ¢w &
JE|EoR AR 2 el FHE 2] %]
3=l A ARIAE 7] =71 128/192/256
-bitell web 12/14/162H-=F 7F2lch. ARIA9
FZ+= ISPN(Inverse SPN)Tx2 t53te} B3
3ko] Fx7)F Zr} w3k ARIAE GF(2)lA eXcl
usive OR(xor) <dAtihg o]83}le] o] Foizl oda
2| Fo g Zheslths EAS 2=tk ARIAY] & =t
$=% %34 %(SubstLayer), 4HAZ=(DiffLay
er), ZFt7|/(AddRoundKey) Aoz FAH
ol iR e EAkAISe] FA o] wiAglth=
AL Gastel B3t AAS 2 wheelEr)

g% 4L 8-bit Sboxel S,, S, 5 AHE
3te] 7z} wlo|EE A& S, S, E S, (x)
= Bx '+b, S, = Ox*T+c9 Z& s AR
A7} o8 £5 ots daelgy FiEs 54
Ag 2Ree} 5 ghrrt tEA AR A
ojth, A 2} F gl AFAZT TS
Fig. 1.3} 2t} o]gA F {39 AAZTS A=
AHA e A =l 38t o] Involution T

FE olF= W =55 o
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2.2 LEA

LEA(Lightweight Encryption Algorithm)
20129 =7kEs|edTAedlA i A4 &
o3 dae]=olt} (2). LEAE 128-bite] &%
dwslsie 7] =71 128/192/256-bitel wh=f
g 7} 24/28/32% AAFLH. LEAE AXE
dAlofe} sfeglole 3 A 5849 ARX(Additio
n, Rotation, Xor)7|4Fe] GFN(Generalized F
eistel Network) &2 o|Fo# <lt}. LEAS
dsste o] el wWE glo] gis 4 E
s s oz A E
LEA®] & ==+ 32-bite] Y= 2 o]F
o1zl 4709 stated]l X;(GJ(0<i<Nr, 0<j<3)
A=) shel geEdE 679 2Resr|R
RK,(K)(0<i<Nr, 0<k<5)% AHggath 6]
9] grrdle vhAEHT7|RRE 2AEYS fis
FEe] 192-bite] BRr7lE wHEeluit). oA
LEAE 4709 state®} 6709 =72 ARXFZE
o] B4 wz} 32-bit @419 xor, rotation, ad
dition k& AME8le] hits RHEolWth. LE
A+ Sbox9} 22 Eakgt 14k 9lo] whedk ARXT
25 433t A8E7] wiel Ao S E
of FHA W L£2F A

to Juu rr

2.3 PIPO

OLE_ 0]—'—73]2011:],
335 AlFshe 73'%1: -F:% °7'E°]")r w3, 8-bit
AVR &ZEg o] T4 Fold A5E Alggl.

PIPO+= 459 e¥s=s #istslr] 913 wAdd
A At FE Fole vl BAE Fa AAE
t}. PIPOE: g4a27) AgHd chekst 314 4
= 4 9lu}. PIPO9] & ==+ S-Layer, R-La
yer, AddRoundKey& FA %t}

S-Layer & 8-bit SboxE AHE-3dt= A o]
t}. S-Layer? 8-bit Sbox:= 1709 3-bit Shox
o} 270¢] 5-bit SboxE AHE3}] 8-bit SboxE
7438l Unbalanced-Bridge 7&& A3}
Fig. 2.5 PIPO% S-LayerollAl A%+ Unbal
anced-Bridge #+%& HolFt}, o] 2= 3/5-bi
t ShoxE AR&3te] AAE 8-bit Shox7} 28}t &
A 7] 75 2ES AAEAND o#d 2L
Sbox®] Al L83 AAFHE A FoEt
w3k, o]+ 8-bit Shox7} 1170¢] v]A¥ v|E 4k
vt gl 2849 Bit-slicing 73S A3t
t}. R-Layer #2 £&49l sl=9o] 9 &A= E
o] 7E& BAs] Q)3 nlo]E =9 e vl E 3)A
s ARgste] AAIESIYE R-Layer #A 2 Fig.
3.3} o] MSBel| $1x|& wle]EHE] 2HZE 0, 7,
. 5, 1, 2-bitE AFo R FIAAFL ©
A BEZd AA 29 v|Ed] s vA
A kS el FY] % B
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3.1 RISC-V Z2HM £

RISC-V= 2010¥4-E] UC Berkeley th&olA]
Mt F9l RISC(Reduced Instruction Set
Computer) 718k A2 FAFE  ol7|E Aot
(4). RISC-V= 714 %F 3% A<s 7o =
T2 s R A3 oI9S Aska qlrt.

w3k, RISC-VE sf=dlo] 29 ®edo] A3
nstruction Set Architecture, ISA)e] FEZ
M= [SAE BESE WAo® Af5A Al
7led WAk o) sledle] H AxE o] st
25 Ao A2 F44 ZF o] 7t
=3 Qe (5). RISC-Vi ol & A-HE el A
MD, Google, Microsoft, IBM, NVDIA %9
w2 719de] Aol §l2xar 9le] ko & JoT 7l
Al RISC-Ve] H4le] B % ol Zlo g Halr)

RISC-V= 32719 #H4 #HA2EZ "=
AE& & 5 Ut (4). 4 HARHY A $== T
able 1.ol ®AHch H# €8 =7]:= RV32I%
RV6419] mdo) we} Flgh Hae] AoR 32-bi
to} 64-bit= A=} (5). RISC-V A543 IS
Ax o2 RISC Z2AMe} Zx|u E7]o] g
Al Exe] §la, 7P Heolo] HHe| ¢IsE A
Aglch= AHo] th2r} (6). RISC-VE ®#o] 21

Table 2. Assembly Instruction Set of RISC-V(5)

Table 1. RISC-V register purpose(4)

Register Usage
Zero Zero
ra Return address
Sp Stack pointer
gp Global pointer
tp Thread pointer
t0~t6 Temporaries
s0 Frame pointer
sl~sll Saved register
al0~a’7 Function arguments
pc Program counter

<R I S B U J& FAE Table 2.+ &
=ollA AREEE W] el digk =9} CPI(C
lock Per Instruction)& Al&dth w3 o
A= 32-bite] wleolE 7FAw wze]e] 4ule]lE A
Aol AH=o] HHAE Fagr} (6). =3, RISC
-V tE d¥it= A S th2A it A3
gt e Z=r ExEA] etk webA o) 9
g 27N AHE oyt EAgde 54 itk

(4].
3.2 RISC-V JHdt &

RISC-V g5 53 22 ookt /e 345
7RI}, B =FellAE RISC-VellAel FHzss 7))
1w 314¢l FreedomStudio® AH4-3th. Freedo
mStudio SiFive 7|4} Z2AAME diAfo2 3}

Asm Operands Description Operation CPI
. R(rd) = SignExt(Mem;(R(rs1)
1b rd, imm12(rs1) Load byte +SignExt(imm12))) 2
. Mem;(R(ral) + SignExt(imm12)]
sb rs2, imm12(rs1) Store byte — Rirs2)(7:0) 2
and | rd, rsl, rs2 And Rird]=Rlrs1)&RI(rs2] 1
or rd, rsl, rs2 OR R{rd)=R(rs1)|R(rs2] 1
XOT rd, rsl, rs2 Exclusive OR R(rd)=R(rs1)"R(rs2] 1
sl rd, rsl, rs2 Shift left logical Rird)=R(rs1){(R(rs2] 1
add | rd, rsl, rs2 Add R(rd]=Rl(rs1)+RI(rs2] 1
srl rd, rsl, rs2 Shift right logical Rlrd)=Rl(rs1)))Rlrs2] 1
. if(Rlrs1) != Rirs2))
bne rsl, rs2, imml2 Branch not equal pe = pe + SienExt(mm12 ( 1) 1/2




AR HE 53] =r A

(2021. 6) 335

= AZEJE st v asied A
= 53 MEsAet (7). FreedomStudloL
Ak % Eclipsed 7[HFe 2 3bv] Apd s R

ISC-V GCC Toolchain, OpenOCD, freedom
e—sdki} A WHEZ AFHrl. FreedomStudio
= SiFived| SJAle]Eox A|F wholx] Agd 4
t}.

FreedomStudio(ver. 2020)°14+= GCC Too
Ichain®] geec WA 10.1.03F geec WA 8.3.02%
F 7W9] Toolchaine] WMER A=}, =3k oy
7} Al 220]%= OpenOCDS SRAME ¢j&= £&7}

oA WA mct Ho 200 elzcl.

%

IV. RISC-VUHIM E8 &5 78 &

2o]of|A] RISC-V 7ollxe] £Z ks & o
TE FUsiA Z&= 2 9lek 20199 Ko Stoffele
nell 98 RISC-V 37¢l4 AES, ChaCha, Kec
cak dae]Fel g 7 AF7F AP }(8)
wgh, N7 dastel fEste Al Fot dle
dele] AME Ae date] A<=t AESS T+
& 93] Ko Stoffelen= AES 32-bit T-table
< o]&sl= M3} Bit-slicing 71H& AHEshe
T4 F 7R E Ak

T-tabled ©|48 AES $t&s} wald 713 wh
2 78 9 s RISC-VE #HAI~E e =27]
% 32-bite] =& T-table 7"1& 7] ARM 7|ut
Z2AA vV R T A4 4 slck K
o Stoffelen®] T-table AES 78 ¥ ZFe
T-tables °]-43 AES 7 #}43} o] 4KB9
Z3] "] &5 AHE3ta, 7] FF 32 340 clock
cycless gAlgt}. #EH o2 RISC-VIA T-ta
bles AH-3t AESE 40.3 CPBE 243t}

NA etol™ FA{A A T-table 7|vke] -4
> °V4f‘f]-?(] 927] Wil Bit-slicing 7|"<& AH&
ESE &= ltt. RISC-V&= 32-bit #HA~
Eﬁ% 7] witel o8 55 WHEHE Hd 4 9l
a2 32708 WEHAAEE 7FA]7] wistel Bit-slici
ng 7|¥He] ol E&2d 4 9lr}. Bit-slicing AES
TH> W M2E zEste] A= Sub
Bytes ad4ke] Wi W& A= AW o2 AES A
g7} & wle]ES] B4 w|EE Z3sHA #HA]2E]
E AT 5 J=E FHEY RISC-VE %3
o] Aghs A3k g o] hEstE 8 HA~

rsi'

E]9] 16-bit? AHE-3le] AES WH-Ael7 =3
o} &, 32-bit HA=EE AN A3t 2709 &
=5 WHRE APt} o] ¢]83led Ko Stoffel
ent RISC-V #7dl4 SubBytes 73-& 1137
o] ] Ape]FR FH3tt. RISC-Vell4] Bit-sl
icing 7|9t AES 32 40960} EE 5 3}tst uj
101.2 CPBE A 3ic}.

ol RISC-V Z2AXAbA £2 ks +
d A= oA wlnlgk Holu} CISC-W'2044 R
ISC-V ZgAMA ellA ARIA®] w&dAkS 'r]zﬂ'
g2 wEo] A Fdo] #Ag A7 A=A 9
ARIA®] X3tA= ™3] ariasl, arias27} Xﬂ‘%}
Fglew gaAZE W3le] ariadl, ariad2, ariad
3, airad47} A=t X 3A S HH o= HolE

& FxsteE T3] obd Galois field 14k 7]HE
A& 3442 2 Ysh RISC-VY EAE o] 43}
g Wl 32-bite] AZAZE A4S 3} ARI

AS] A1 E wW¥el= 32-bit dlelelel] wiste] Zt
/4 TR A dAbE NE e 1A
3 2l R 4709 WEolnl AR 4 gluE A
Astslct, el Fd2 SPIKE AlEH e} L
LVMS #gde s Agslgon] HExoz X3t
AZEL B2= 9 4 clock cycles® @Asta, 3
MAZE 16 clock cyclesE 243t

V. RISC-VOIM =S4t E5 245 78

& Aelld= RISC-V #ellx RC321E AHE-3t
€ sk B5 g 7E 3%‘ of tal =ofdet. 7
d Al 37t 3 mEe] AEE AREA Gert ¥

[<]
B

& vwe) JEE st
2A1%5 Wby Ahgt HeR
1o) weels 2isle] s elal

22

Aola AAG 7
@ 3149 el

5.1 ARIA 78 diH

ARIA® 128-bite] H-e] <tx3}== DiffLay
er FHAellA] o] 16nte] Bl iyt A w7} thA] I
Lop7] el #HA2E ] $7b o ZRAX R
A&l RISC-VollA 2Aslsl H&o #H#] ¢
2AEH o] ARIAS] WA vH]el|x] Fa3 Fio] 1
ol ®A4 ARIA®] RISC-V AellA A 2~E 9] AL
< Table 3.l %A= slct.
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Table 3. ARIA register scheduling on RISC-V

Register Our use

a0 Function argument address
(Plain text)

al Function argument address
(Roundkey)

s2~sl1, .

L0~15 Plaintext (P(0)~P(15))

t6, ab~aT | Temp

a0t als 27 < xtz e s
=719 F425 AALHRE vrolerh ¥ Ta7
g a0 #HA[=E <t 1b Wl E ARl s1~
11, t0~t59] & 167He] @AA|=Elol Hie 7
gk npol B Reglth wEbA, 16719 #HAAH
lute] E7} dekele] srash spA& Alfdieh &
wolAE hEsrE AeE df & ekl PAS
= 7] A, ARAT A, A ] oA
2 siglon] A3AZ A e 5 4 HoleE o
83t skt

E

Ha o
10wy

-

w0

ok 2

o 5 W e2% g vl Eelx B9 o]F
ato] A} @ wlol=o] o %
g ze] qlato] A7) Aol Fi
16702 <7128 9l 9]
=4 shift @} ol& S
ol Ak Biol] dhgk sl 2ol ) ol Al
g ol HA~EE 72 RISC-VelA F&d3l7] ¢
3 AHgaksick. o158 o] Az Q4d

A= Hel i AR Al FEel AU A

of © © i 2wy o

D

—

s2 P[0] P[o]
s3 P[1] P[1]
sd P[2] P[2]
sb P[3] P[3]
s6 P[4] Pl4]
s7 P[5] P[5]
s8 P[6] P[6]
59 P[7] P[7]
s10 P[8] P[8]
s11 P[9] P[9]
0 P[10] P[10]
t1 P[11] P[11]
2 P12] P[12]
3 P[18] P[18]
t4 P[14] P[14]
B P[15] P[15]

Fig. 4. Moving plaintext on register in ARIA’s
RISC-V implementation

s
i,
o
o,
o,

glel W 2E2% ule]Ee] A4} I
Pl 3 eh= o] Be= 5 kg e A
= 16709 AR 2E ] W 285 1ule|EL shEt

o] =},
5.2 LEA 78 2

LEA® %39 9= 9]¢} RISC-VE] #A~H
=717} 32-bit2 Rl A& 0|83t RISC-V A
oA A ste] WA mbslelct. web RISC-V
9] 32-bit HAI=E] g Aol g e = ot F
o] Eo7kal o1 koA <date] zld=Al €} RI
SC-V $lellA] #Ix 28 ¢] AH-2 Table 4.9} 2t

a0} ale 27 3 AR Id= Hi 2
=718 F4E HAZER el i F4t
gotEl a0 HAAEE AFgste] s2~559 & 4709
HA 28 Hie 23l LEAE 32-bit &9
2 ozt AAE FE] diel AA ka3t A3A
AA 40| HA LB RS o] &3te] tE 3Pt 53t
t}.

LEAS #Az~¥ <4t #A-L 7hdsict, 6709
5 ehtET] dA2E 2Ed 3 ek
EE 2rE 6709 g 79k 449 = 9]
o] xor, add, rotation, or A4S o]&-&A]
TA"E}, SR RISC-VelA& carrys 2glshe
rotation ®¥ |7t EAEA] W=rh webA RISC
-VellA rotations #1g d4Hs Aok gk}, &
=l RISC-Velx LEAS] vlo]E ©h$]e] H]
E rotation® 7+3& Fig. 5.9 #o| F3s}ict.
rotation TEE $l8] 39 A zE7} Frl2 F
22 s H9, s, srl, or GAAE o]&3EiT) v
otation 4k o7 3ol FHH) Fig. 6.°l
A (a)E AA2E s28tar 7HAEAE. =7t FE)
I A2 ROTRgE s2 HAAEHE 2EFHSF 9-bi

Table 4. LEA register scheduling on RISC-V

Register Our use

a0 Function argument address
(Plaintext)

al Function argument address
(Roundkey)

s2~sh Plaintext (P(0)~P(16))

s6~sll Roundkey

t3~t6 Temp
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(a) Register s2

(b) Rotation cperation in RISC-V

Fig. 5. Implementation of LEA rotation in RISC-V

to shift Al7]a s2 HAAEES o2 23-bit
W shift A7 H 5+ A33E or A4S A H
W 9E2Z o7 O-hit rotation AZ 25 wHE]

5.3 PIPO & i

PIPO+ 8-bit AVR AZEe] FddlA e
W A AlFetr] witell 32-bit ZEAAL RIS
C-VellM HH-stste] stasts APshr] 9= H
< % 89 AAZEE ARt PIPOE WA
v sttt RISC-V $fellA @A 28 9] AH-2 Ta
ble 5.2} 22t}

a0}t als 77 < xtz e s
E719] F25 wALHE Wolrh Y
g a0 HAZHE ARESE] s2~s9el
g npol B 2E3dte] ofsdt S gt vt
A, 809l HAIZE S o]83te] studE Al
87le] wA2E] flell HE 8ufo]EE g nio]EH
AepA gEskE AgE w, GEo] nle|ESe] A=
TFA FEF HASHE ARSI =
PIPOE vt dae|Fdhe b2 s 715 A
Aeke 71 2AEW S 3 F-Es] gl

ol o
ER

Table 5. PIPO register scheduling on RISC-V

Register Our use

a0 Fungtion argument address
(Plaintext)

al Function argument address
(Masterkey)

s2~s9 Plaintext (P(0)~P(7))

s10 Rcon (Number of Round)

ad-a’7 MasterKey

t3~thH Temp

al #R|zEel| vtxE]7]9] F4v) Il

9] 7] ~AIZEE AL viAE] o] whed] ges 4
£ 9vl3k= Reond xordlFE Aoz df

A2E s10& 2= 5 A% dA2HE T
g 7] 2AZ% AL 433 A3 A T
24 AgE 876 PIPO ¢xuEl&e EA4E &
43te] Al Fasied.

PIPO®] S-LayerellA A=+ Sbox+ Bit-sl
icing WS AHgsle] Quitie Aulolnc) E&
Ao g FHslgiet. RISC-VelA PIPOS R-Laye
ro] 78 94 rotation AR AMEEE7] wltel L
EA®] 32-bit ©$19] rotation 78S 8-bit =4
2 ZFolx] el AR PIPOS 75 27t
BEs 88l BRI 2Eel 27 3F ule| B AAE
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Table 6. Table of benchmarking performance of ARIA, LEA, PIPO using 128-bit key

Language C [(Reference code) i Asm [(Our Works) .
= Code size Code size
Algorithm Clock cycles | Cycles/byte Clock cycles | Cycles/byte
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Table 7. Table of comparision of our work and
existing implementation

Algorithm Author Cycles/byte
ARIA-128 our work 295
LEA-128 our work 48.44
PIPO-64/128 our work 259.75
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